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European foreword

This document (EN 50090-3-4:2017) has been prepared by CLC/TC 205 "Home and Building
Electronic Systems (HBES)".

The following dates are fixed:

+ latest date by which this document has to be (dop) 2018-06-12
implemented at national level by publication of an
identical national standard or by endorsement

+ latest date by which the national standards conflicting (dow)  2020-06-12
with this document have to be withdrawn

EN 50090-3 is composed with the following parts:

— ENJ50090-3-1, Home and Building Electronic Systems (HBES)— Part 3-1: Aspects of
application —- Introduction to the application structure;

— ENJ50090-3-2, Home and Building Electronic Systems (HBES)— Part 3-2: Aspects of
application — User process for HBES Class 1,

— ENJ50090-3-3, Home and Building Electronic Systems (HBES)— Part 3-3: Aspects of
application — HBES Interworking model and common HBES data types;

— EN50090-3-4, Home and Building Electronic Systems (HBES) — Part 3-4: Secure Application
Layer, Secure Service, Secure configuration and security Resources.
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Introduction

KNX Association as Cooperating Partner to CENELEC confirms that to the extent that the standard
contains patents and like rights, the KNX Association's members are willing to negotiate licenses
thereof with applicants throughout the world on fair, reasonable and non-discriminatory terms and
conditions.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. CENELEC shall not be held responsible for identifying
any or all such patent rights.

CEN and CENELEC maintain online lists of patents relevant to their standards. Users are encouraged
to consult the lists for the most up to date information concerning patents
(ftp://ftp.cencenelec.eu/EN/IPR/Patents/IPRdeclaration.pdf).
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1 Scope

This European Standard defines security for Home and Building HBES Open Communication System.

It is based on ISO/IEC 24767-2, Home network security / Secure Communication Protocol Middleware
(SCPM).

Having a secure HBES solution has several advantages.

— It makes the HBES RF Communication Medium more secure:
HBES RF Radio Frames in plain communication can easily be traced (by sniffer for example).
— It allows for secure applications.

Secure communication is interesting in shutter — and door control and anti-intrusion security, in
order to prevent intrusive commands (burglars...).

It is also interesting in metering to protect for example electrical consumption data.

This document does not define any type of application.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

EN 50090-1:2011, Home and Building Electronic Systems (HBES) - Part 1: Standardization structure

N 50090-3-2, Home and Building Electronic Systems (HBES) - Part 3-2: Aspects of application -
User process for HBES Class 1

N 50090-4-1, Home and Building Electronic Systems (HBES) - Part 4-1: Media independent layers -
Application layer for HBES Class 1

N 50090-4-2, Home and Building Electronic Systems (HBES) - Part 4-2: Media independent layers -
Transport layer, network layer and general parts of data link layer for HBES Class 1

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 50090-1:2011 and the
following apply.

3141

Access Control

definition and evaluation of which communication partner has the right to access which data or call
which services, which is solved by collecting communication partners with the same rights for all data
and services in Roles and defining for each Role and for each piece of data or service the
Permissions that this Role has

3.1.2

Security Black List

standard list of services or DPs that shall exclusively be accepted using HBES Secure communication
using confidentiality
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